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ABSTRACT

This study analyzes the performance of deep learning models in
network intrusion detection using the UNSW-NBI15 dataset. The
evaluated models include MLP, RNN, CNN, LSTM, BiLSTM, GRU,
Autoencoder, and Transformer. Experimental results show that
BiLSTM and GRU achieved the highest accuracy (98.78%,) with
relatively short training times (656.20 and 497.89 minutes).
Meanwhile, the Transformer also achieved high accuracy
(98.76%) but required the longest training time (1010.49 minutes).
RNN and Autoencoder had the shortest training times but slightly
lower accuracy (98.64% and 98.72%). BiLSTM and GRU emerged
as optimal choices due to their balance between accuracy and
training time, whereas Transformer is suitable for systems with
abundant computational resources. This study highlights the
potential of deep learning models in detecting modern network
intrusions and their applicability to practical cybersecurity
Systems.
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1. GIOI THIEU

An ninh mang da tré thanh mét thach thuc 16n
trong thoi dai k¥ thuat s6 khi cc cudc tin cong ngay
cang trd nén tinh vi va phirc tap. Hé thong phat hién
xam nhap mang (IDS - Intrusion Detection System)
12 m6t trong nhitng giai phap chii chdt dé bao vé cac
hé thdng mang khoi cac hanh vi xAm nhap trai phép.
Tuy nhién, cac phuong phap truyén thong thudng
giap phai nhiéu han ché, nhu ty 1¢ canh bao sai cao,
dd chinh xéc khong cao khi xu Iy cac dang dir li€u
mang phure tap va kha nang thich ing kém véi cac
méi de doa méi. Viée ung dung cac md hinh hoc
sau, mot nhanh cua tri tu¢ nhan tao, trong phat hién
xam nh@p mang da mo ra co hdi nang cao hi¢u qua
va d¢ chinh xac. O cac nghién ctru trude ddy, cac ky
thudt hoc sau nhu CNN, RNN va LSTM da dugc ap
dung trong phat hién xam nhap, nhung chua danh
gia day du vé hiéu qua phan loai da 16p va kha nang
phat hién cac kiéu tin cong méi hodc it xudt hién.

Trong nghién cuu nay, mot loat cac mo hinh hoc
sdu da duoc trién khai nhu RNN, Autoencoder,
MLP, CNN, BiLSTM, LSTM, GRU va Transformer
nhiam nang cao kha ning nhén dién cac hanh vi xam
nhdp trén tap dir licu UNSW-NBI15. Tinh méi cua
nghién ctru ndm & viéc danh gia toan dién hiéu qua
clia cac mo hinh trong phan loai da 16p céc tén cong
khac nhau, nhu Exploits, Fuzzers va Generic trén
cung mot modi trudng huén luyén. Muyc tiéu dugc dat
ra trong nghién ciru 13 x4c dinh mé hinh téi wu voi
d6 chinh x4c cao nhat, giam thiéu thoi gian hun
luyén, va cai thién kha nang phat hién cac loai tan
cong mang phuc tap.

2. CAC NGHIEN CU'U LIEN QUAN
2.1. Cic loai tin cong mang
2.1.1. Analysis

Analysis 14 cudc tin cong bing cach thdm nhép
g dung web bang chirc ning quét cong, thu rac va
tap 1énh web (Moustafa & Slay, 2000).

2.1.2. DoS

DoS 14 loai tn cong lam gian doan, qua tai tai
nguyén cia mot hé thong hogc dich vy thong qua bo
nhd, khién né khong thé phuc vu cac yéu cau vao hé
thong (Moustafa & Slay, 2000).

2.1.3. Exploit

Exploit 1a mot chudi cac huéng dan loi dung 164,
su cé, hoic 16 hong bao mat do hanh vi khong mong
mubn hodc khong dugc du doan trén may chu hoac
mang gay ra (Moustafa & Slay, 2000).

43

Tdp 61, S6 34 (2025): 42-56

2.1.4. Fuzzers

Fuzzers Attack 1a mot dang tin cong mang nham
vao cac hé théng va may chu bang cach sir dung mot
luong 16n dir ligu ngﬁu nhién, hogc “fuzz”, dé lam
tran va gay sap hé théng. Cudc tan cong nay lién
quan dén viéc tao va giri dit liéu ngau nhién hodc dir
liéu khong hop 1€ dén mot ng dung hodc hé¢ thong
muc tiéu dé tim ra cac 16 hong c6 thé bi khai thac.
Muc tiéu ciia Fuzzers Attack la phat hién ra cac diém
yéu nhu 15i tran bo nhd, 15i logic hodc cac 16 hong
bao mat khac trong hé thong (More et al., 2024).

2.1.5. Generic

Generic 12 mot loai tAn cong khong nhim vao
mot hé théng, ung dung, hodc cAu trac cu thé, ma co
thé ap dung d6i voi nhiéu loai hé thong hoic dich vu
khac nhau. Loai tdn cong nay thuong dya trén cac
k§ thuat hodc phuong phap da dugc biét dén va khai
thac cac 16 hong bao mét, sai st trong thiét ké, hodc
céc diém yéu chung trong cach thue hoat dong cua
hé thong mang. Muc tiéu cia tan cong tong quat la
gy gian doan hodc 1am suy yéu tinh bao mat ma
khong phu thudc vao ciu truc ndi tai cua hé théng bi
tan cong (More et al., 2024).

2.1.6. Reconnaissance

Day la loai xAm nhép nhim thim do thong tin
cuiia mang may tinh muc ti€u nham tron tranh cac bao
mat cua n6 (Moustafa & Slay, 2000).

2.1.7. Worms

Worm la loai xdm nhdp s€ tu nhan ban va lay lan
dua trén cac mang may tinh khac tuy thudc vao cac
16i bao mat trén may muc tiéu ma khong can phu
thudc vao tuong tac cia nguoi dung (Moustafa &
Slay, 2000).

2.1.8. Backdoor

T4n cong cira sau (Backdoor) trong hoc may la
khi ké tAn cong cai dat mot ctra sau vao mo hinh, cho
phép md hinh thyc hién ca nhiém vu chinh va nhiém
vu phu cta ké tin cong. M6 hinh hoat dong binh
thuong khi khéng cé "kich hoat", khién no kho bi
phat hién. Nhung khi né dugc "kich hoat" bi mat
xuét hién trong dau vao, mo hinh s& thyc hién nhiém
vu phu ctia ké tan cong, bat ké ndi dung ban dau ciia
dau vao (Gao et al., 2020).

2.1.9. Shellcode

Shellcode 12 mot loai x4m nhap ma ké tin cong

bét fiﬁu bang Shellcode (mot doan ma nho) dé didu
khién may bi xam nhap (Moustafa & Slay, 2000).
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2.2. Cac giai phap phat hién xdm nhip mang
hién co
Céc nghién ctu gé“m day khi duoc thyc hién da
tdp trung vao viéc ung dung cac moé hinh hoc sau
nhim nang cao hiéu qua ctia hé thong phat hién va
phan loai cac loai xam nhdp mang, dac biét 1a trén
tap dir lisu UNSW-NBI15. Tuy nhién, cac cach tiép
can nay con thiéu sy so sanh toan dién giita cac md
hinh trong cung mét moi truong thir nghiém, khién

viéc danh gia tong thé va khach quan trd nén
kho khan.

Stein et al. (2024) da su dung moé hinh
Transformer dé tan dung co ché tu chu ¥, cho phép
nim bét cac mdi quan hé phuc tap trong dir liéu. Mo
hinh dat d¢ chinh xac 79,57% trong phan loai nhi
phéan va 74,24% trong phan loai da 16p, vuot qua
CNN va LSTM trong cung thtr nghiém. Tuy nhién,
d6 chinh xac nay chua dat muc cao dé dap ung yéu
cAu thuc tién, dic biét la trong cac tinh huéng dir liéu
mit can bang. Bén canh d6, Psathas et al. (2024) dé
xuat mot hé thdng lai két hop DNN, CNN, va LSTM
chay song song, sir dung chién luoc bo phiéu trong
sd va da s6. Hé thong dat do chinh xac vuot troi, lén
t6i 97,5% trong giai doan kiém tra. Tuy nhién, céu
trac lai ndy yéu cau tai nguyén tinh toan 1on, va
nghién ctru khong 1am rd hiéu qua twong dbi cua
timg thanh phan trong hé thng.

Pansari et al. (2024) va More et al. (2024) ap
dung phuong phap hoc may trén tap dir liéu UNSW-
NB15. Pansari et al. (2024) stt dung XGBoost dé
chon lgc dac trung, giam s6 luong thudc tinh, tir do
cai thién hiéu sudt cac mé hinh nhu Random Forest
(d0 chinh xac 95,18% cho phan loai nhi phéan va
84,01% cho phan loai da 16p) va giam thoi gian hun
luyén hon 50%.

More et al. (2024) tép trung vao gidm canh bao
sai, voi Random Forest dat @6 chinh xac 98,63% va
ty 1¢ canh bao sai 1,36%. Du hiéu qua, ca hai nghién
ctru déu bi giéi han & cac mo hinh hoc may truyén
théng, chua tan dung hét tiém nang cua hoc sau
trong viéc xtr Iy cac mdi quan hé phic tap cua dir
lidu.

Diém nbi bat ctia nghién ciru nay 1a thyc hién so
sanh toan di¢n gitra cdc md hinh hoc séu trong cung
mot méi trudng thir nghiém coéng bang, trén cing
mét tap dir licu (UNSW-NB15) va véi cac siéu tham
s6 duoc 4p dung dong nhét cho tat ca cac mo hinh.
Céch tiép can nay giup danh gia khach quan hiéu
qua thuce sy ciia timg mé hinh, bao gdm MLP, RNN,
CNN, LSTM, BiLSTM, GRU, Autoencoder va
Transformer.
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Két qua nghién ctru khong chi lam rd duge uu
nhuoc diém cua timg mo hinh trong viéc phat hién
va phan loai cac loai tdn cong ma con chi ra nhiing
yéu t& quan trong nhu kha ning xt 1y dit liéu mat
can béng, murc d6 phirc tap cia mo hinh, va hiéu qua
tinh toan. Pong gop nay giup dinh hudng viéc lya
chon mé hinh phu hop hon cho cac hé théng phat
hién xam nhép mang, déng thoi tao nén tang cho cac
nghién ctru tiép theo trong linh vic an ninh mang

2.3. Simple Imputer

Theo Bertsimas et al. (2021), Simple Imputer la
mot k§ thuat xtr Iy dir liéu trong thu vién scikit-
learn, cho phep thay thé cac gia tri thiéu trong dir
liéu bang cac chién lugc khac nhau, nhu trung binh
(mean), trung vi (median) hodc gia tri xut hién
nhiéu nhét (most frequent). Viéc sir dung Simple
Imputer gitip dam bao tinh nhat quan cta dir liéu va
ngin ngira cac 16i do gia tri thiéu gy ra trong qua
trinh huin luyén. Cong thirc Simple Imputer nhu
sau:

—

1 N
X, = XY= X

ey

Trong d6:
e X, lagia tri dugc thay thé,
e x; la cac gia tri quan sat dugc cua dic trung
do,
e 1 la so lugng cac gia tri quan sat dugc
2.4. Log Transformation

Theo Feng et al. (2014), Log Transformation 1a
mot ky thuat bién doi pho bién gitp chuyen doi dir
liéu léch thanh dang gin v6i phan phdi chuan
(normal distribution), tr d6 gitip mo6 hinh hoc may
hoat dong on dinh hon. Coéng thic cua Log
Transformation la:

log(x) =log.(x + 1)
Trong d6:

x la gia tri géc cua mdt dac trung sé, ché“ing han
nhu s0 lugng byte, thoi gian két ndi, hodc bat ky dac
trung nao c6 gia tri sb trong tap di ligu.

2.5. Isolation Forest

Theo Liu et al. (2012), Isolation Forest 1a mdt
phuong phap hoc khong gidm sat dugc su dung rong
rdi dé phat hién cac diém dir liéu bat thuong dwa trén
nguyén tic cach ly cac diém nay trong khong gian
nhiéu chiéu. Isolation Forest hoat dong bang cach
xdy dung nhiéu cdy quyét dinh (decision trees) va
céc diém dir liéu ndm & mirc d6 cach ly cao hon s&
duogc xem la ngoai 1¢. Isolation Forest c6 1gi thé 1a
khong yéu ciu gia dinh phan phdi di liu, gitp mo
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hinh dé& dang phat hién céac ngoai I trong cac tap dit
liu 16n va phirc tap nhu UNSW-NB15. Cong thirc
Isolation Forest:

Do do mire d§ cach ly cia mot diém dir lidu x
dugc xac dinh dua trén s6 lugng cac canh tir gbc dén
nut 14 chtra x trong ciy quyét dinh. Cong thirc cua
Isolation Forest dua trén d6 sau cua nut 14 1a:

(Z(n - 1))
cn)=2Hn-1)—|—= 2)

n
Trong d6:

n 12 s6 lwong diém di liéu,

H(n) 14 gia tri diéu hoa (Harmonic number).

Piém cach ly dugc xac dinh la:

_E(hx)
c(n)

s(x,n) =2 3)

Trong d6:
® E(h(x)) la d6 sau trung binh cua diém x qua
tat ca cac cay quyét dinh trong rung,
® c(n) la gia tri diéu chinh d¢ sau tdi da.

Cac diém co gia tri s(x,n) gan voéi 1 dugc coi 1a
ngoai 1&, trong khi cac diém c6 gia tri gan 0 dugc coi
la binh thuong.

2.6. Focal Loss
Mot bién thé cua Cross-Entropy Loss dugc thiét
ke de tap trung vao cac mau dir li¢u kho phan loai
Focal Loss duoc dinh nghia bang cong thirc sau:
FL(p,) = —a x (1 —pt)" x log(pt)(4)
Trong do:

p, La x4c sudt duoc du doan cho 16p thyce sy ciia
mot mau dir 1iéu. Néu mau dir li¢u thude 16p 1, thi
p, la xac suat dugc md hinh dy doan cho 16p 1,
twong ty néu mau thude 16p 0.

‘a: La hé sb can bang, dwoc thiét 1ap dé giam
thiéu tic dong cua su chénh Iéch gitra cac 16p. No
giup dicu chinh sy mat can bang trong tap dir liu
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bang cach giam thi€u anh hudng cua cac 16p co tan
suat xuat hién cao.

y: La hé sb trong s6 didu chinh, giup kiém soat
tam quan trong clia cac mﬁu dir liéu kho phan loai.
Néup . cang nho, tirc 1a mau cang kho phan loai, thi
trong sO clia mau nay trong ham mat mét s& cang
lon.

2.7. Standard Scaler

Theo de Amorim et al. (2022), Standard Scaler
1a mot ki thuat chudn hoa dir liéu, thuc hién theo
phuong phdp Z-score normalization. Ky thut nay
chudn hoa cac thugc tinh bang cach trir di gia tri
trung binh ciia ching va chia két qua cho d¢ léch
chuén ctia thudc tinh d6, dan dén mot phan phdi véi
trung binh bang 0 va phwong sai bang 1.

Cong thirc Standard Scaler:

X -
- g

()

Trong d6:
o X la gia tri gbc,
® plagia tri trung binh,
® o 1a d6 1éch chuan.
2.8. Tép dir li¢u

B0 dir lieu UNSW-NB15 duoc tao ra béng cong
cu IXIA PerfectStorm tai phong thi nghiém Cyber
Range cia UNSW Canberra, m6 phong hoat dong
mang hién dai va cac hanh vi tan cong. Véi 100 GB
dir liéu mang thu thap bang tcpdump, b dit liéu gdm
9 loai tin cong:  Fuzzers,  Analysis,
Backdoors,DoS,Exploits, Generic, Reconnaissance,
Shellcode, va Worms. Cong cu Argus, Bro-IDS va
12 thuat toan da tao ra 49 dac trung vdi nhan 16p.
Téng cong c6 2.540.044 ban ghi trong bén tép CSV,
chia thanh bd huén luyén (175.341 ban ghi) va bd
kiém thtr (82.332 ban ghi). Tap dir liéu bao gdom
normal (2.218.760), generic (215.481), exploits
(44.525), fuzzers (24.246), dos (16.353),
reconnaissance (13.987), analysis (2677), backdoor
(2329), shellcode (1511) va worms (174). Két qua
phan bd miu cac loai tin cong dugc trinh bay &
Hinh 1.
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Attack Category Distribution in UNSW-NB15 Dataset
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Attack Category
Hinh 1. Cung cAp théng tin vé sb lwgng miu ciia cic 16p trong tip dir liéu UNSW-NB15
2.9. DPic trung dir liéu nhan dir lidu. Chi tiét vé timg nhom dic trung dugc

2 . A s \ A R md ta trong cdc bang sau day:
bé phuc vu cho viéc phan tich va xay dung mo & g sau cay

hinh, tap dir liéu dwoc biéu dién thong qua mot bo Bang 1. Pic trung ludng (Flow features )
cac déc trung duoc lya chon va trich xuat. Cac dic Tén Mo ta
trung nay dong vai tro quan trong trong viéc mo ta scrip Dia chi IP nguon
cac thugc tinh khac nhau cta luu lugng mang. Trong A R A
sport SO cong ngudn

nghiél} clru nay, viée phan tich duogc thyuc hién dua dstip Dia chi IP dich
trén bon nhém dac trung chinh: dac trung luong, dac .
trung co ban va dac trung ndi dung, dac trung thoi
gian, cting véi cac dic trung bd sung duoc tao ra va

dsport S6 cong dich
proto Giao thuc giao dich

Bang 2. Pic trung co ban va dic trung ndi dung (Basic features and Content features)

Tén Mo ta Tén Mo ta
state Trang thai, giao thic phu thude dur Tbng thoi gian
sbytes Byte tir ngudn dén dich dbytes Byte tir dich t6i ngudn
sttl Thoi gian ton tai tir ngudn t6i dich dttl Thoi gian tdn tai tir dich t6i ngudn
sloss Goi tin ngudn bi truyén lai hodc bi mit  dloss Goi tin dich bi truyén lai hodc bi mat
service http, ftp, ssh, dns,.. sload S bit ngudn mdi gidy
dsload S6 bit dich mbi gidy spkts S6 lugng goi tir nguodn toi dich
dpkts S6 lwong goi tir dich t6i ngudn swin Quang c4o cira s6 TCP cta ngudn
dwin Quang c4o cira s6 TCP cua dich stcpb S thir ty TCP cuia ngudn

Bang 3. Dic trung thoi gian (Time features)

Tén M ta Tén Mo ta
sjit Do dao dong cua ngudn djit b0 dao dong cua dich
stime Thoi gian bat dau ghi Itime thoi gian ghi cudi cung
sintpkt Thoi gian gitta cac goi tin li€n dintpkt Thoi gian gitra cdc goi tin lién
) tiép tir nguon tiép tu dich
Tong cta ’synack’ va ‘ackdat’ Thoi gian gitra cac gbéi SYN va
teprtt trong TCP synack SYN-ACK ciia TCP
Thoi gian gitra cac gbi SYN-
ackdat ACK va ACK ctia TCP
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Bang 4. DPic trung dwgc tao bo sung (Additional generated features) va Dic trung nhin ( Label )

Tén M3 ta Tén M3 ta
s I;Iretu(;r)clljz rgl) dl;arcl)%t(izt)lp b(l:g’l\ll’lil S lugng cho mbi trang thai (6) dwa
is_sm_ips_ports p £ 9P Y ct state ttl theo khoang gia tri cu thé cua sttl

gan gia tri 0.

s€ duoc gan gia tri 1, néu khong sé

(10) va dttl (11).

S6 lugng ludng c6 phuong thirc
nhu Get va Post trong dich vu
HTTP.

ct flw_http mthd

Néu phién FTP dugc truy cép bang
tén nguoi dung va mat khau thi gan
1, n€u khong thi gan 0.

is_ftp login

S6 lugng ludng c6 1énh trong phién

S6 lugng ban ghi chira ciing mot

ct ftp cmd FTP ct _srv_src dich vu (14) va srcip (1) trong 100
) ban ghi dua theo Itime (26).
S lugng két ndi chira ciing mot £ I g
. 4 \ o : SO luong két ndi cé cung dia chi
ct srv_dst dich vu (1;4) M dia chi d1cl} (3) ct dst Itm dich (3) trong 100 két ndi dya theo
trong 100 két n6i dwa theo thoi gian thoi gian cubi cing (26)
cuoi cung (26). & & )
. Loz . S6 lugng két ndi c6 cung dia chi
S6 lugng két ndi co cung dia chi ngudn (1) v cbng dich (4) trong
ct src_ltm nguén (1) trong 100 két ndi dya ct_src_dport_Itm 100 két ndi dua theo thoi gian cudi

theo thoi gian cudi ciing (26)

cung (26).

S lugng két ndi co cung dia chi

ot dst_port_ltm dich (3) va cong nguon (2) trong

100 két ndi dya theo thoi gian cudi

S6 luong két ndi co cung dia chi
nguon (1) va dia chi dich (3) trong

ct_dst_sre_ltm 100 két ndi dya theo thoi gian cudi

cung (26) cung (26).
attack cat Tén cua moi loai tin cong. Trong label 0 cho cac t?an {;hl bl.nh; thuf)ng val
- tap dir liéu nay cho céc ban ghi tan cong.
Pdc  trung lu&ng (Flow  Features) Dac trung thoi gian (Time Features)

Nhom nay gom thong tin co ban nhu dia chi IP, céng
va giao thire, giup xac dinh duong di va loai két ndi
glua ngudn va dich. Vai tr6 chinh la phén biét ket
nbi hop 1é va tin cong, dic biét h1eu qua voi cac tan
cong nhu gia mao IP hodc quét cong. Cac dic trung
nay cung cap thong tin quan trong gitip mé hinh phat
hién céc tAn cong mang co ban. Chung dong vai trd
quan trong trong viéc nhan dién sém cac cudc tn
cong c6 lién quan dén viéc thay ddi thong tin két ndi
co ban, tir 46 ting cuong kha nang phan loai két nbi
mang chinh x4c.

Dac trung co ban va ngi dung (Content
Features) Nhém nay gom cac mo ta trang thai, kich
thudc goi tin va dir lidu duoc truyén qua két ndi. Cac
dac trung nhu service va dur hitu ich trong phat hién
tan cong dich vu cu thé, trong khi sbytes va dbytes
hd trg nhan dién tdn cong DDoS véi luu lwong bét
thuong. Cac dac trung nay gitp moé hinh phat hién
céc hanh vi bat thuong nhu tin cong DDoS hoic cac
tan cong nham vao dich vu cy thé (nhu HTTP, FTP).
Viée sir dung cac dic trung nay c6 thé ting cudng
kha nang phan biét giita cac két ndi hop 1& va cac
cudc tan cong phirc tap hon, tir 46 nang cao hiéu qua
phat hién xam nhap.
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Nhom nay bao gdm viée theo ddi khoang thoi gian
va do tré gitta cdc goi tin. Nhitng dic trung nhu
stime va dintpkt rat quan trong trong nhan di¢n cac
tan cong cham, noi thoi gian phan hoi giira cac goi
tin khong nhét quan. Cac dic trung nay déng vai trd
quan trong trong viéc phat hién cac tan cong chdm
(slow attacks), khi ma d tré hoic thdi gian phan hoi
bét thuong co thé chi ra mot cudc tn cong. M6 hinh
c6 thé phan biét giira cac hanh vi hop 1¢ va bét
thuong duwa trén thoi gian truyén tai dir liéu, tir do
cai thién kha nang phat hién cac loai tn cong
tinh vi.

Pdc trung dwoc tao bo sung (Additional
Generated Features) Cac dic trung nay dugc tong
hop tir dit liéu ban ddu dé ting cuong kha ning phat
hién hanh vi dang ngo. Vi du, ct state ttl va
ct_srv_src hd trg phat hién cac hanh vi tan cong lap
lai nhu quét mang hodc do mat khau. Ching gitip
mo hinh phét hién cac hanh vi tin cong lap di lap lai
hodc cac cude tan cong lan rong, dac biét trong cac
moi truong ¢6 luu lwong mang 16n. Viée bd sung cac
dic trung nay co thé cai thién do chinh xac cia méd
hinh va gitp phat hién cac tin cong tinh vi, nhu tan
cong do mat khau hodc quét mang.
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Nhan va danh muc tan céng (Label and Attack
Category) Céc nhin nay dong vai trd then chét trong
viéc phan loai va nhan dién cac hanh vi tan cong
mang so véi cac két ndi hop 1¢. Nhimg nhin nay
khong chi giip mé hinh hoc may nhan dién dugc
loai tn cdng cu thé, ma con toi wu hoa kha nang
phan loai chinh xac trong cac tinh hudng thyc té.
Viéc phan bo nhan mét cach hop 1y ¢6 thé cai thién
dang ké kha niang tong quat ciia mo hinh, dic biét
trong viéc phat hién cac tin cong hiém gip hoic ¢
tinh chét phtrc tap. Nho vao su 1 rang va chi tiét cua
céc nhin, md hinh c6 thé dat dwge do chinh xéac cao

Tap huadn
luyén -
80%

Tién x If dir liéu

D liéu Lam sach dit ligu

T |
Xay dung dic trung
UNSW-NB15

Bién déi logarit

tra -
20%

Isolation Forest E—

il

Tapki€m .| swandard Scaler ‘

BHanh gia mé hinh
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hon va cai thién hiéu suat khi xir 1y nhing tinh
huong tan cong da dang va phtrc tap.
3. MO HINH DE XUAT

Quy trinh nghién ctru dugc thé hién ¢ Hinh 2, sit
dung dir litu UNSW-NBI5, trai qua cac budce tién
xu ly (Iam sach, trich chon déc trung, logarit hoa,
phat hién bit thudng bang Isolation Forest), chia dit
liéu, chuén hoa va huén luyén nhiéu mé hinh hoc sau
(RNN, CNN, Transformer, Autoencoder, BiILSTM,
LSTM, MLP, GRU) v6i Focal Loss. Hiéu qua dugc
danh gia qua cac chi sb nhu Accuracy, F1-Score,
Precision, Recall, Trainning Time va AUC-ROC.

Standard Scaler ‘

Trong s6 dugc

Huén luyén mé hinh diéu chinh

M5 hinh hoc sau
RNN
CNN
Autoencoder
BiLSTM
LSTM
Transformer
MLP
GRU

§507 [8904

— KET QUA

Accuracy
Precision
F1-Score
Recall
Training Time
AUC-ROC

Hinh 2. So dd quy trinh hoat dong cia hé théng

3.1. Tién xir li dit liéu

Trong nghi€n clru nay, tap dir liéu dugc str dung
1a UNSW-NBI15 dé huan luyén va d4nh gia mé hinh.
Trudce khi tién hanh huan luyén, di liéu duoc lam
sach va chuan hoa thong qua mot loat cac bude tién
xr Iy nham cai thién chat lugng va tinh nhit quan
cua dur liéu.

Dau tién, cac tap con dit liéu cia UNSW-NB15
duoc két hop lai va cac nhan cua cdt attack _cat dugc
chudn hoa vé 16p ‘normal’. Céc gia tri thiéu trong
cac cOt quan trong nhu ct flw http mthd va
is_ftp login dugc thay thé bang 0. Pong thoi, nhan
cua cot attack cat dugc anh xa thanh cac gia tri )
dé phuc vu cho bai toan phan loai. D6i voi céc ct
déc trung s0, phuong phap Simple Imputer duoc sir
dung dé thay thé cac gia tri thiéu bang gia tri trung
binh (mean) trong dir liéu truéc khi tién hanh cac
budc tiép theo nhu chuin héa hodc hudn luyén mé
hinh, béi cac cot s6 (numeric columns) c6 thé chira
cac gia trj NaN (gia tri bi thiéu), diéu nay s& gy ra
16i trong qué trinh huan luyén mo hinh hogc lam
giam chat luong dit liéu.
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Sau khi hoan thanh cac budc xir Iy gia trj thiéu, cac
ky thuat bién d6i dit liéu nhu log transformation d6i
v6i cac didc trung sé duge ap dung dé giam thiéu do
léch phén phdi (néu co).

Déng thoi, cac dic trung mdi nhu duration
(khoang thoi gian két noi), byte ratio, pkt ratio,
load_ratio,

jit_ratio, va tep_setup_ratio dugc tao ra dé nang
cao kha nang phan biét cia mo hinh. Sau do,
Isolation Forest duoc st dung dé phat hién va loai
b6 cac mau ngoai 18 véi ty 1¢ ngoai 1¢ dugc thiét lap
120,01, diéu nay cho phép mé hinh tap trung vao cac
mau du lidu binh thuong va giam thiéu anh huong
cua cac ngoai 1¢.

Sau khi xir Iy cdc mau ngoai 18, dit liéu duoc chia
thanh tap huin luyén va tap kiém tra bang cach sir
dung ham train_test split. Ham nay phan chia dit
liéu thanh hai phan ngiu nhién vdi ty 16 80% cho tap
huén luyén va 20% cho tap kiém tra, ddng thoi dam
bao duy tri ty 1& cua cac 16p thong qua tham sé
stratify.
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Cudi cung, cac dac trung $6 duoc tién hanh
chuén héa bang phwong phap StandardScaler. Quéa
trinh chuan héa giup dam bao rang cac dic trung c6
cing phan phdi, gitip mé hinh hoc duge cac dic
trung ma khong bi anh huong boi sy khac biét vé
don vi hodc gia tri tuyét d6i cua dir lidu.

3.2. Mo hinh hoc siu

Theo Saabith et al. (2023), hoc sau 1a mét tép
hop con cua cac thudt toan hoc c6 giam sat va khong
giam sat, cac thuat toan hoc sau st dung mang no-
ron nhidu 16p dé phat hién bat thuong. Cac thuat
toan nay dic biét gioi trong viéc phat hién nhitng bat
thuong trong dir liéu cé do phire tap cao vi chung cé
kha nang tu dong hoc cac biéu dién phirc tap cia dir
liéu dau vao. Mot sd vi du vé cac k¥ thuat hoc sau
dé nhan dién bat thudng 1a mang no-ron tich chap
(CNN), mang no-ron hdi quy (RNN) va mang d6i
khéang sinh (GAN).

3.2.1. MLP

Perceptron da 16p(MLP) la mt mang no-ron
truyén thang don gian gom 16p dau vao, cac 16p an
va 16p dau ra. Lép dau vao xir 1y dir lidu tho, cac 16p
an thuc hién bién ddi phi myén va trich xuﬁt dac
trung, con 16p déu ra dya trén dic trung dé du doan
két qua. MLP dugc ung dung rong rii trong nhiéu
nhiém vy nhu nhan dién giong ndi, hinh anh va phan
doan ngilr nghia (Yuan et al., 2024).

3.2.2. RNN

Mang no-ron hoi tlep (RNNs) la mot mo rong
clia mang no-ron truyén thang, ¢6 kha ning truyén
thong tin qua cac budc thoi gian. Tinh nang nay giup
RNNs dac biét phu hop cho cac nhiém vu lién quan
dén chudi dit liéu ¢6 su phy thudc thoi gian, nhu xu
1y chudi ddu vao va dau ra (Lipton et al., 2015).

3.2.3. Autoencoder

B ma héa tw dong la mang than kinh nham muc
dich tim hiéu cac biéu dién dir liéu nén bang cach
ma hoa dit liéu dau vao vao khong gian tiém an co
chiéu thap hon va sau d6 tai tao lai diu vao ban dau
tu khong gian do thong qua quy trinh gidi ma
(Hinton & Salakhutdinov, 2006).

3.2.4. CNN

Mang no-ron tich chép (CNN) 1a mot k§ thuat
hoc sau phd bién v6i cau triic da 16p yéu cau it tién
xtr Iy. CNN bao gdm 16p dau vao, 16p dau ra va cac
16p an nhu 16p tich chap, 16p gop va 16p két nbi day
du. So véi cac thudt toan phan loai khac, CNN c6 loi
thé nho sir dung it tién xir Iy va khong phu thudc vao
thiét ké tinh nang trudc d6 (Wu et al., 2020).
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3.2.5. LSTM

Bo nh¢ dai han ngin han (LSTM) 1a mot loai
mang no-ron hdi quy, c6 kha niang hoc va dy doan
dit liéu tudn ty tot. LSTM dugc phat trién dé khic
phuc han ché cia RNN trong viéc duy tri bd nhé dai
han bang cach thém céu triic bo nhd, giup duy tri
trang thai theo thoi gian, vdi cac cong dé quan ly
viéc nhd, quén va xuat dir liéu. LSTM dat hiéu qua
cao trong cac ng dung nhu nhén dang giong noi,
tong hop giong noéi, md hinh héa ngdn ngir, dich
thuat va nhan dang chit viét tay (Al-jabery et al.,
2020).

3.2.6. Transformer

Transformer 1a mot kién tric mé hinh méi trong
xu 1y ngén ngir tu nhién (NLP), khong st dung co
ché tuan ty nhu RNN hay LSTM truyen thong, ma
hoan toan dua vao co ché tu chu y. Diéu nay gitp
mo hinh hoc cac mdi quan hé phu thudc trong dir
liéu mdt cach hi€u qua hon so véi cac md hinh tuan
tu truyén thong. Transformer ndi bat trong viéc quan
1y cac phu thudc dai han giita cac phan tir trong
chudi dau vao va hd trg xir Iy song song (Vaswani
et al., 2017; Islam et al., 2024).

3.2.7. BiLSTM

BiLSTM (LSTM hai chiéu) 1a mét mé hinh xir
Iy chudi gom hai mang LSTM, trong d6 mdt mang
xu ly theo hudng tién va mang kia theo huéng lui.
Diéu nay gitip ting cuong kha ning hoc cac mdi
quan hé phu thudc trong dir liéu, cai thién hi€u qua
ctia mo hinh (TS & Shrinivasacharya, 2021).

3.2.8. GRU

GRU (Pon vi hdi quy ¢6 céng) la mdt loai don
vi hoi quy trong mang no-ron hdi quy (RNN), duoc
thiét ké dé giai quyét van dé blen mat gradient
thuong gip trong cac RNN truyén théng. GRU sir
dung cac cong dé didu tiét dong chay thong tin bén
trong mdi don vi. Cau trac cia GRU don gian hon
so v6i LSTM vi khong c6 bd nhé riéng biét, thay
vao d6, cac cong trong GRU quyét dinh giir lai bao
nhiéu théng tin tir budc trude va két hop vai thong
tin mdi tir bude hién tai, gidp duy tri thong tin qua
cac budc thoi gian ma khong gip van dé bién mat
gradient (Cho et al., 2014).

3.3. Xir Iy mét cin bing dir liéu

Trong nghién ciru ndy, cac phuong phap céan
bang dir liéu trong budc tién xir Iy khong dugc su
dung ma lya chon ap dung Focal Loss aé giai quyét
van dé mat can bang rd rét giita cac 16p tin cong
trong tap dit licu UNSW-NB15.
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Su mét can bang nay din dén tinh trang cac mo
hinh hoc sau c6 thé dat d6 chinh Xdc cao trén cac l6p
pho blen nhung lai bo sot cac tan cong hiém gip,
tiém an nhiéu nguy co nghiém trong ddi véi an ninh
mang. Thay vi can thiép vao tap dir liéu, Focal Loss
diéu chinh trong s6 cac miu trong qua trinh huan
luyén, cho phép mé hinh tap trung hon vao cac mau
khoé phan loai hoac céc 16p it xuét hién, tir d6 cai
thién kha nang phat hién cic loai tdn cong nguy
hiém nhung it gap.

Trong nghién ciru nay, hé s6 a =1 vay =2 duoc
chon duya trén cac nghién cuu trudc day va thu
nghiém thyc nghiém trén tap dir lieu UNSW-NBIS.
He s6 v gilp tang cuong trong s0 clia cic mau kho
phan loai, dong thoi giam sy tic dong ctia cac mau
d&, qua do cai thién hiéu qua tong thé ciia md hinh
ma khong lam mét cin bang trong viéc hoc.

Céch tiép can nay khong chi gitp duy tri tinh
nguyén ban cua dir liéu ma con mang lai mot giai
phap hiéu qua va ty nhién hon dé xir Iy sy mat can
bang, dam bao hiéu suat cao va dang tin cdy trong
viéc phat hién cac tan cong mang phirc tap.

3.4. Cac phuwong phap danh gia

D6 chinh x4c (Accuracy) 1a mot thude do phd
bién dé danh gia hiéu sut cta cac mo hinh phén 16p.
Tuy nhién, viéc chi dya vao d chinh xac co thé
khong cung cip cai nhin toan dién vé hiéu qua hoat
dong cua tat ca cac md hinh. Do do, bén canh do
chinh xac, cac chi sé khac cling dugc sir dung thém
nhu d6 chinh xac (Precision), kha ning truy xuat
(Recall), va diém F1 (F1-score), AUC. Nhiing thudc
do nay gitip cung cAp mot danh gia toan dién va
chinh xac hon vé kha nang phan loai, dac biét 1a
trong cac trudng hop dir liéu mat can bang hoic khi
¢6 su chénh 1&ch gitra cac 16p.

Accuracy la ty 1€ gilra s6 mau dugc phan loai
ding va tong s6 mau trong tap dit liéu danh gia
(Hicks et al., 2022).

Téng s6 mau du doan ding

Accuracy =

(6)

Recall 1a ty 16 s6 miu dy doan dung (True
Positives) cia mot 16p cu thé so véi tong s6 mau

thuc sy thudc 16p do (TP + FN).
Recall;

Téng s6 mau

True Positives;

()

~ True Positives; + False Negatives;
Trong d6:

e True Positives; (TP) la s6 lugng mau thudc
16p i ma mo hinh du doan dung la thude 16p i,
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e False Negatives; (FN) la sb lugng mau
thudc 16p i ma mo hinh dy doan sai.
Weighted Recall: Trung binh ¢6 trong sO cla
Recall, trong do trong so 1a s6 lugng mau cua tung
16p:

Zl 1Recalll X Support;

Weighted Recall = SN _support; @)
Trong d6:
e Support; : La s6 lugng mau thuc sy trong

mdi 16p. Support giup danh gia tAm quan trong cua
tung 16p trong qua trinh tinh todn Weighted Recall.

Precision 14 ty 18 s mau dy doan diang (True
Positives - TP) cua mot 16p cu thé so vdi tong s6
mau dugc du doan 1a 16p do (TP + FP).

True Positives;

Precision; = (8)

True Positives; + False Positives;
Trong d6:
La s6 lugng mau thudc
16p 1 ma mo hinh dy doan dang 1a thudc 16p 1,

e False Positives; : Sé lugng céc mau dugc
du doan 1a 16p iii nhung thyc té thudc 16p khac.

e True Positives; :

Weighted Precision: Trung binh c6 trong sb cia
Precision, trong d6 trong so6 1a so lugng mau cua
tung 16p:

Weighted Precision
Zl_ 1 Precision; X Support;

)
N . Support;

F1-Score 14 trung binh diéu hoa giita Precision
va Recall, nham céan bang giira hai chi so nay.

Precision; X Recall;

- (10)

F1-S i =2 X
core Precision; + Recall;

Weighted F1-Score: Trung binh c6 trong §6 cua
F1-Score, trong do6 trong so la so lwong mau cua
tung 16p:

Weighted F1 — Score
Zl —1F1 —Score; x Support;
YN Support;

an

Training Loss 1a gia tri ton that ciia mé hinh tinh
todn trén tap huén luyén. N6 dai dién cho sai $6 gitra
diu ra du doan ctia md hinh va gia tri nhan thuc té
trong tap huan luyén. Muc tiéu 1a giam gia tri nay dé
mé hinh hoc tét hon tir dir lidu.

Training Loss = Zl -1 L(YLyi)

(12)



Tap chi Khoa hoc Dai hoc Can Tho

Trong d6:
e N la s6 miu trong tap hudn luyén,
e 7, 14 6 miu dy doan cho mau thur i,
e y; 1a nhin thuc té ciia mau thu i,
e L 1a ham mét mat, nhu Cross-Entropy Loss
hodc Mean Squared Error Loss.

Validation Loss 1a gid trj t6n thit cia mé hinh
tinh toan trén tap kiém tra (validation set). N6 dung
dé danh gia kha nang tong quat héa cua mo hinh.

M
Validation Loss = %z L(y,y) (13)
i=1
Trong d6:
e M la s miu trong tap kiém tra,
e ¥ 1a s6 mau dy doan cho miu thir i,
e y; 1a nhin thuc té ciia mau thu i,
e L 1a ham mit mat, trong tu nhu ham tinh
toadn trong Training Loss.

Training Time per Epoch la thoi gian ma mé
hinh cin dé hoan thanh médt epoch huidn luyén
(epoch 1a mot vong lap qua toan bd dir liéu huan
luyén). Thoi gian nay phuy thudc vao kich thudce tap
dit lidu, s6 luwong tham s6 cia md hinh, va tai nguyén
tinh toan (GPU/CPU).

Training Time

= End Time of Epoch —
Epoch
Start Time of Epoch(10)

AUC (Area Under the Curve) do luong kha nang
phan biét gitra cac 16p trong bai toan phan loai va
dugc tom tit tr duong cong ROC (Receiver
Operator Characteristic), mot biéu db truc quan hoa
hiéu suét du doan cua mé hinh. AUC dugc xac dinh
dua trén True Positive Rate (TPR) va False Positive
Rate (FPR). Céc chi s6 nay dugc tinh theo cac cong
thire sau:

e TPR la ty 1¢ cac mau duong tinh duoc du

doan ding,

e FPR la ty 1é cdc mau am tinh bi du doan sai
thanh duong tinh.

TP

TPR = (14)
TP + FN

FPR =2 (15)
FP+TN

Trong d6:

® TP (True Positive): SO lugng mau dwong
tinh dugc phan loai diing 1a duong tinh.
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® FN (False Negative): S6 lwong miu duong
tinh bi phan loai sai la am tinh.

e FP (False Positive): S6 lugng mau am tinh
bi phan loai sai 1a duong tinh.

® TN (True Negative): S6 lugng mau 4m tinh
duogc phan loai dung 1a am tinh.

Gia tri AUC nam trong khoang tir 0 dén 1:

e AUC = 1,0: M6 hinh hoan hao, khong c6 16i
du doan.

e AUC=0,5: M6 hinh khong tdt hon viéc doan
ngau nhién.

e AUC < 0,5: M6 hinh hoat dong t¢ hon viéc
doan ngau nhién.

AUC cang cao thi mo6 hinh phan biét gilra cac
16p duong tinh va am tinh cang tot.

4. KET QUA VA THAO LUAN
4.1. Thiét 1ap thuc nghi¢m

Céac thyc nghiém duoc tién hanh trén hé théng
tinh todn hi¢u nang cao véi CPU 20 nhan, RAM
48GB va 6 luu trir 300GB. Hé théng c6 GPU
NVIDIA Tesla P40 v6i 3840 nhan CUDA va 24GB
bd nhé @6 hoa, t6i uu cho xir Iy song song. He thong
con trang bi 6 SSD 512GB giup truy xuét dir liéu
nhanh hon. Moéi truong thyc nghiém chay trén
Linux, diéu ndy dam bao quan 1y tai nguyén hiéu
qua va 6n dinh khi xtr 1y cong viéc 16n.

4.2. Kétqua

Trong nghién ciu nay, cidc md hinh
Transformer, GRU va BILSTM d4 thé hién hiéu suét
4n tuong, v6i nhirg diém manh riéng biét. M6 hinh
Transformer dat Accuracy 98,76% va F1-Score
98,59%, két qua cho thay kha ning vuot troi trong
viée xur 1y cac tap dir li¢u phirc tap. Tuy nhién, thoi
gian hudn luyén dai 1a han ché chinh, lam giam tinh
thuc tién khi can phat hién nhanh chéng va kip thoi
cac cude tin cong mang hién dai. Nguoc lai, mo
hinh GRU néi bat voi hiéu suit toan dién, dat
Accuracy 98,77%, Precision 98,77%, Recall
98,78% va F1-Score 98,64%. Dac biét, thoi gian
huén luyén cia GRU nhanh hon dang ké, giap mo
hinh nay tr¢ thanh lya chon wu tién trong cac bai
toan doi hoi su can béng gitra d0 chinh xac va hiéu
qua thoi gian. BILSTM ciing 1a mt mé hinh manh
mé, dat Accuracy 98,78% va F1-Score 98,64%. Vi
kha nang xir 1y dit liéu chudi theo ca hai chiéu thoi
gian, BILSTM dac biét phu hop voi cac dir li€u cod
chu triic chudi phirc tap. Tém lai, mdi mé hinh déu
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¢6 vu diém riéng. GRU va BiLSTM duoc danh gia
cao nhd su can dbi gitra hiéu sudt va tinh kha thi
trong ng dung thuc té, trong khi Transformer thé
hién tiém ning vuot troi dbi véi cac bai toan phirc
tap nhung yéu cau tai nguyén tinh toan 16n.

N

Hinh 3. So sanh hiéu suit ciia tirng md hinh trén
tap kiem thir

Hiéu suat moé hinh
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Hinh 4. Thoi gian huén luyén mé hinh

Két qua tir cac mé hinh khac nhau dugc trinh bay
trong Hinh 5 cung cip cai nhin tng quan vé kha
nang phan loai ciia timg mé hinh dbi véi cac loai tin
cong khac nhau.

bdi véi cac 16p Analysis, DoS va Shellcode, cac
mo hinh nhu BiLSTM dat precision 1an luot 14 69%,
45% va 55%, trong khi MLP dat 68%, 50% va 56%
va RNN dat 64%, 34% va 59%. Diéu nay cho thay
kha ning phat hién cac tin cong trong cac 16p nay
khéng du chinh x4c va c6 thé dan dén nhidu truong
hop False Positives. Nguoc lai, két qua cic mé hinh
nhu Transformer va GRU cho thay hiéu qua tot hon
v6i precision lan luot 1a 70% va 73% cho 16p
Analysis. O 16p Backdoor, GRU dat precision cao
nhit (83%), tiép theo l1a Transformer (79%) va
BiLSTM (78%). Trong khi do, caic m6 hinh khac
nhu LSTM va Autoencoder dat precision thdp hon,
chi 1an lugt 12 77% va 73%. Véi 16p Fuzzers, cac md
hinh nhu Autoencoder va GRU dat két qua kha cao
voi precision lan luot 12 90% va 86%, trong khi
Transformer thdp hon mot chut (83%). Péi vai 16p
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Generic va Normal, tit ca cac mo hinh déu dat
precision t6i da (99% - 100%), phan anh kha ning
phan loai t6t & hai 16p nay. Tuy nhién, mot sé 16p
nhu Worms va Shellcode ¢6 mirc precision rat thap.
Dic biét, & 16p Worms, RNN hoan toan khong thé
phéan loai véi precision 0%, trong khi Transformer
dan dau v6i 75% va GRU dat 62%. O 16p Shellcode,
GRU c6 két qua t6t nhat (57%), tiép theo 1a RNN
(59%), trong khi cic mé hinh nhu CNN va
Autoencoder chi dat khoang 55%.

Nhin chung, cdc m6 hinh nhu GRU, BiLSTM va
Transformer cho thay hiéu qua tot hon trén cac 16p
khé phan loai, trong khi cac mé hinh truyén thong
nhu RNN hoic MLP gip nhiéu khé khan hon trong
viéc phan loai chinh xéc trén cac 16p do.

Precision trén mdi |&p tin céng
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Hinh 5. Biéu db Precision ciia cAc mé hinh theo
tirng 16p tin cong

Recall 1a mot théng sé quan trong, do ludng ty
1¢ cac mau duong tinh thyc sy (true positives) duoc
md hinh dw dodn dung, phan anh kha nang phat hién
cic mau thudc 16p dwong tinh. Dya trén cdc chi )
tir bang, chi s6 recall cao nhit & cac loai tan cong
Generic, Exploits, Fuzzers va Reconnaissance. Vi
loai tan cong Generic, hiu hét cac mé hinh déu dat
recall 98%, trong khi AutoEncoder, LSTM, GRU va
Transformer dat ngudng cao téi 98% - 99%. Ddi vai
Exploits, recall dao dong tir 87% dén 93%, ndi bat
nhat 1a AutoEncoder voi 93%. Cac chi sd cua
Fuzzers nim trong khoang 83% dén 89%, voi
LSTM dat cao nhét 1a 89%. Trong khi d6, loai tin
cong Reconnaissance ¢ két qua ngang biang nhau
dao dong trong khoang tir 77% dén 78% trén cac mod
hinh. Pic biét, tit ca cac md hinh déu dat recall
100% ddi vé6i 16p khong bi tan cong (Normal), cho
thdy kha ning nhan dién hoan hao.

Tuy nhién, cac loai tn cong khac lai khong dat
két qua tot. Vi Analysis, recall chi dat t6i da 15%
dbi v6i mo hinh Transformer va GRU, trong khi cac
mo hinh khac dao dong tir 11% dén 14%. Loai tan
cong Backdoor c6 recall rat thap, chi tir 5% dén 9%,
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trong d6 BiLSTM va GRU dat cao nhit v&i 9%.
Worms 14 16p c6 recall thap nhét, véi phan 16n cac
m6 hinh duéi 20% va BiILSTM dat cao nhat 1a 39%.
DPbi v6i DoS, cac md hinh c6 recall tr 5%
(AutoEncoder) dén 13% (GRU), nhung van khong
kha quan. Nhitng két qua nay cho thdy cic mé hinh
hoat dong tot & mot sb loai tAn cong nhu Generic,
Exploits, Fuzzers va Reconnaissance nhung gap khé
khan véi cac 16p nhu Backdoor, Worms va DoS.

Recall trén méi lérp tan cong
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Hinh 6. Biéu db thong s6 Recall ciia tirng md
hinh trén tirng 16p tan cong

Fl-score 1a mot thong sd do luong hiéu suét cta
mo hinh bang cach két hop precision va recall thong
qua trung binh diéu hoa ciia chiung. Fl-score phan
anh su can bang giita kha niang mo hinh dy dodn
chinh xac cac mau duong tinh (precision) va kha
nang phat hién day di cac mau duong tinh thue sy
(recall). Do d6, F1-score 1a mot thong sd quan trong
trong cac bai toan ma ca precision va recall déu can
duoc toi vu, nhu phat hién gian lan, chan doan bénh,
hay phat hién bt thuong (anomaly detection).

Két qua dugc trinh bay ¢ Hinh 7 1a két qua tong
hop Fl-score ctia cac md hinh trén 9 16p tin cong va
16p Normal. Trén 16p Analysis, cdic md hinh
Transformer va GRU dat F1-score cao nhat (25%),
cho thdy kha nang phén loai trong déi tt. Dbi voi
16p Backdoor, GRU dat Fl-score cao nhét (17%),
nhung gia tri van thap, diéu nay cho thdy can cai
thién. Trén 16p DoS, BIiLSTM va GRU dat F1-score
cao nhat (20%), trong khi cac mo6 hinh khac c6 F1-
score thip hon, két qua nay phan anh hiéu sut han
ché trong viéc phat hién tin cong nay. Trén 16p
Exploits, cac mo hinh BiLSTM, Transformer va
GRU dat Fl-score cao nhét (72%), cho thiy kha
nang phan loai tot. Trén 16p Fuzzers, MLP, GRU va
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LSTM dat Fl-score cao nhat (88% va 87%), diéu
nay thé hién hiéu suét tot trong viéc nhan dién tin
cong nay. Trén 16p Generic, Fl-score gitta cac md
hinh gan nhu twong dwong véi mirc 99%, cho thay
d6 chinh x4c cao trong phan loai. T4t ca cic mo hinh
déu dat Fl-score 100% trén 16p Normal, biéu thi
hiéu suét hoan héao trong viéc nhan dién luu lugng
binh thudng. Di v6i 16p Reconnaissance, GRU dat
Fl-score cao nhét (84%), két qua cho thay hi¢u suat
6n dinh. Trén 16p Shellcode, GRU dat F1-score cao
nhit (59%), cai thién so v6i cac mé hinh khéac. Cudi
cung, trén 16p Worms, BiLSTM dat F1-score cao
nhét (43%), mac du gia tri con thap, nhung cao hon
dang ké so voi cac md hinh khéc, cho thay tiém ning
cai thién trong viéc phat hién tan cong hiém gap nay.
F1 - Score trén mdi l&p tan cong
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Hinh 7. Biéu d6 F1-Score ciia cic md hinh theo
tung 16p tan cong
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Két qua té)ng quan gia tri AUC dugc thé hién &
Hinh 8 cho thiy cac mo hinh hoc sau ¢ hiéu suat
tong thé tot véi Micro-AUC dao dong tir 99,23%
dén 99,30%. Cac mé hinh nhu BiLSTM, LSTM,
GRU va CNN thé hién kha ning phan loai tot va can
bang giita cac 16p, dic biét 1a BiLSTM va
Transformer dat AUC cao ¢ nhiéu 16p. Tuy nhién,
céc 16p nhu Analysis, Backdoor, Worms ¢6 chi sb
AUC thép hon, chi ra rang viéc nhan dién céc tdn
cong nay con thach thirc, dac biét vdi cac mo hinh
nhu Autoencoder va RNN. Pac biét, Transformer va
GRU c¢6 chi s6 AUC cao hon ¢ mot s6 16p nhu class
Fuzzers va class Reconnaissance, nhdn manh kha
ning mo hinh héa tét hon ctia cac mé hinh nay trong
viéc phat hién cac loai tn cong da dang. Tét ca céac
mé hinh déu dat AUC tuyét ddi 100% cho class
Normal, cho thay hiéu sut tdi wu trong viéc phan
loai 16p nay.
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Téng két AUC clia cdc mb hinh va Iép
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Hinh 8. Biéu d6 tong quan gia tri AUC ciia cic mé hinh qua cac 16p tin cong

4.3. Thao ludn

Trong linh vyc phat hién xam nhdp mang, viéc
thu thap va xir Iy dir liéu mang thuc t& dong vai tro
quan trong trong viéc cai thién hi€u qua cua cac md
hinh hoc sau. Tuy nhién, céc tip dir liu hién cé nhu
UNSW-NB15, mic do duoc thiét ké chi tiét va chira
cac hanh vi tan cong da dang, 13 dit liéu mé phong
va c¢6 han ché vé sb lwong mau cho céc 16p tén cong
hiém va phtc tap nhu Worms, Shellcode va
Backdoor. Pé khic phuc van dé nay, viéc sir dung
Honeypot da dugc chirng minh 1a mot giai phap hi¢u
qua, giup thu thap dir liéu thuc té va tao ra dit liéu
giau thong tin nham ting cudng kha nang nhan dién
cua cac md hinh hoc sau.

Honeypot la cong cu hitu hi€u trong viéc mo
phong cac dich vu d& bi tin cong (HTTP, FTP,
SSH), ghi nhén hanh vi cia ké tan cong va tao ra dir
lidu thyc té phuc vu huén luyén mé hinh hoc sau. Dir
liéu thu thap dugc xir 1y bang cac cong cu nhur Argus
hodc Bro/Zeek dé tao ra cac ludng dir liéu (flows) va
trich xudt cac dac trung can thiét. Cac dic trung
duoc trich xuit bao gém: xéc dinh giao thirc (TCP,
UDP, ICMP), phan tich cng ngudn va cong dich,
tinh toan thoi gian giita cac goi tin, thoi gian ton tai
két ndi va khai thac ndi dung payload hodc cac 1énh
bét thuong. Qua trinh nay con dwoc bd sung cac dic
trung thong ké nhur tan suit goi tin va phan b thoi
gian dé phan anh hanh vi bat thuong. Sau d6, cac
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ddc trung nay dugc ma hoa (one-hot encoding hoac
embeddings) va chuan hoa dé€ dam bao tinh twong
thich gifra cac dac trung so va danh muc.

Dir lidu da duoc xir Iy va trich xudt dic trung s&
duoc tich hop vao tap dir liéu hién c6 nhu UNSW-
NBI135, gitip can bang mau va lam giau cac dic trung
hiém, dic biét dbi véi cac 16p tan cong kho nhu
Worms va Backdoor. Sau khi hoan thién, cac dac
trung nay tré thanh déu vao cho cac mé hinh hoc
sau, hd trg huin luyén hi¢u qua hon va tang kha
nang nhén dién cac hanh vi tin cong phtc tap.

Trong hé théng thuc té, Honeypot dong vai trd
thu thap dir liu lién tuc tir hanh vi tn cong mdi,
dam bao mo hinh luén dugc cap nhat voi cac mébi de
doa hién dai. Dir liéu mang thoi gian thyc dugc xu
1y qua pipeline trich xuat dic trung twong tu, sau dé
dua vao mo hinh hoc sdu dé phan loai tan cong va
phat hién xdm nhap. Viéc tich hop nay khong chi cai
thién kha nang phat hién tdn cong ma con tao ra cac
canh bao sém va hd trg hé théng thich nghi linh hoat
v6i cac mbi de doa mang méi.

5. KET LUAN

Trong nghién ctru nay, cdc mo hinh hoc sau nhu
MLP, RNN, CNN, LSTM, BiLSTM, Autoencoder,
GRU va Transformer trong vi€c phat hién xdm nhap
mang trén tap dir lisu UNSW-NB15 di duoc tién
hanh danh gia.
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Két qua cho thiy GRU, BiLSTM va
Transformer vuot troi hon so véi cac mo hinh khac
nho¢ kha nang mo hinh hoa cac mébi quan h¢ tudn tu,
xt ly hi€u qua cac dac trung thoi gian va ndi dung,
cling nhu tan dung tbt tinh da chiéu cua dir liéu.
GRU va BIiLSTM, véi co ché cong (gates), tip trung
vao cac dac trung quan trong, giup cai thién hiéu
suit nhan dang cic loai tin céng nhu Exploits,
Shellcode va Reconnaissance. Pic biét, BILSTM
v6i kién tric hai chidu cho phép phén tich ca ngir
canh trudc va sau, tang cuong kha nang phat hién.
Transformer v6i co ché self-attention, ndi bét trong
viée xur Iy cac dic trung phirc tap va khong tuan tu,
dat hiéu suét gan nhu hoan hao trén cac 16p tan cong
phd bién nhu Generic va Normal.

Tuy nhién, cic md hinh nay van gip kho khin
trong nhédn dang cac 16p nhu Worms va Backdoor
do su mét can béng dir liéu nghiém trong va sy thiéu
13 rang trong dic trung. Lép Worms véi sb luong
mau cyc ky han ché, dan dén viéc mo hinh khong du
dit liéu dé hoc céc dic trung dai dién. Hanh vi cta
Worms nhu giri goi tin v6i thoi gian ngén hodc két
nbi dén nhiéu cong khac nhau, thiéu cac dic diém rd
rang khién ngay ca cdc mo hinh tién tién nhu
Transformer ciing kho phan biét. Lop Backdoor du
co sb luong mau 16n hon, lai c6 cac dic trung ndi
dung va thoi gian trong ddng v6i luu lugng mang
binh thuong, din dén ty 18 phan loai sai cao. Ngoai
ra, cac md hinh don gian hon nhu MLP va CNN
khong du kha ning xtr Iy cac mdi quan hé tuén ty va
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